
Export controls: Little known risks
for biopharma companies

This article presents an overview of generally unknown violations when exporting items of a dual-use nature to 
either the US or the EU in the context of biopharmacological  goods and research.  Such companies often overlook 
their legal exposure and ought to be aware of the risks in order to prevent financial and reputational damages. The 
article introduces the fundamental regulations and addresses the main areas of concern, such as ambiguities in the 
legislation as illustrated by the 2013 Dutch decision in the “H5N1 Case”, and provides sound advice for companies 
involved in international collaboration.

Recent discussions among pharmaceutical and biotech 
companies, public sector research scientists and 
the U.S. Government revealed a significant lack of 
awareness by for profit and nonprofit organizations 
about the potential applicability of export controls 
to their activities; in all likelihood, the same is true 
in Europe. Even unintentional failure to comply with 
restrictions imposed on the transnational movement 
of certain chemicals, pathogens, toxins, genetic 
material, and associated equipment or technology 
can result in penalties and reputational damage.  
Companies operating in the biopharmaceutical 
space are well advised to seek expert 
assistance to navigate the complex 
regulations and to build export control 
policies and tools into their compliance 
programs to reduce risk.

DUAL-USE REGULATIONS EU/US

Aimed to strengthen security and 
contribute to international peace, 
“dual-use” regulations control the 
export, transfer, and transit of items, 
know how, and related services that 

can have potential use for both civil and military, 
terrorist, and weapons proliferation purposes. Export 
rules in the U.S., EU and various other countries 
are based on international agreements, such as 
the Australia Group arrangement. In the U.S., the 
regulations most likely to affect most companies 
in the biopharmaceutical industry are the Export 
Administration Regulations (EAR) administered by 
the U.S. Department of Commerce.  The Commerce 
Department’s Bureau of Industry and Security (BIS) 
maintains a list of regulated items pursuant to the 
Commerce Control List with additional controls on 

military items overseen by the U.S. 
Departments of State.

In the European Union (EU), export of 
designated dual use items is governed 
by Regulation 428/2009 (the “EU Dual-
use Regulation”).  The Regulation is 
binding on the EU Member States, 
however, the Member States and their 
competent authorities are responsible 
for export licensing of individual 
shipments and technology transfers and 
enforcement (e.g. through penalties).  
In addition, competent authorities can 
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facilities, fermenters (including 
single use systems), centrifugal 
separators, and equipment for cross 
(tangential) flow filtration or freeze 
or spray drying can be restricted.  
Certain protective equipment, 
such as laboratory fume hoods and 
protective wear, also is regulated.

The Regulation not only restricts 
the export or transit of dual-use 
items as such, but also related 

software and technology.  Technology may take the 
form of “technical data” or “technical assistance” which 
may have considerable consequences for the sharing of 
data internationally and for the provision of intellectual 
services.  In a notorious decision issued in September 2013, 
a Dutch judge ruled that the Dutch government properly 
required an authorization for the publication of research 
results pertaining to the genetic modifi cation of the H5N1 
virus (“bird fl u”) on the basis of the Dual-use Regulation.  
This controversial decision not only rattled the scientifi c 
community but also raises the issue of whether the 
work qualifi ed for an exemption in the Regulation for 
“basic scientifi c research”, which excludes fundamental 
research from controls. Many companies are overly 
aggressive in claiming that commercial work is 
fundamental research, which creates serious risks of 
violating the regulations.  If your company protects its 
know-how from competitors, the information likely does 
not qualify as fundamental research. We recommend 
a careful external legal compliance review of such 
technology issues.  One incorrect classifi cation of 
technical data can result in multiple export violations.

The movement of export controlled materials and 
technology from one Member State to another within 
the EU – barring the transfer of ricin and saxitoxin – may 
not be subject to restrictions.  On the other hand, even 
activities entirely within the U.S. can be captured by 
export control regimes.  For example, providing access 
to or information about technology (i.e., the transfer 

of “know-how”) to certain foreign 
national employee working in a U.S. 
laboratory may qualify as a “deemed 
export” requiring an export license 
and regulated as if the technology 
had been transferred outside of the 
U.S.  Such releases of technical data 
to non-U.S. persons are deemed to 
be exports to that persons home 
country, which might require an 
export license.

PENALTIES

Penalties for violation of the EU 
Dual use Regulation range from a 
few thousand euros to hundreds of 

invoke a “catch-all clause” to impose 
an authorization requirement on 
non-listed items where they are 
concerned about potential misuse.  
For certain types of exports, general 
licenses can be used by registered 
entities to send dual use items to 
specifi ed low risk countries.
In the EU, U.S. and elsewhere, 
dual-use regulations target 
goods and technology (know 
how) with applications in 
research, biotechnology, chemical processing, and 
biopharmacological manufacturing processes, which, 
if deployed with nefarious intent, could be used as or 
contribute to the development of chemical or biological 
weapons.  This includes an extensive list of chemicals 
that may be used as precursors for toxic chemical agents 
and toxic chemicals precursors and mixtures.  A number 
of chemical weapons precursors that are controlled for 
export are quite commonly used in other manufacturing 
processes.  Controls also are in place for human, animal 
and plant pathogens and toxins, including a range of 
viruses, bacteria and fungi. The rules cover isolated 
live cultures and material that has been deliberately 
inoculated or contaminated with such cultures.  Under 
EU law, vaccines and immunotoxins (antibody-toxin 
conjugate intended to destroy targeted cells) are 
excluded from regulations, whereas the U.S. goes 
beyond the internationally agreed approach and imposes 
controls on certain vaccines, medical products, and 
diagnostic and food testing kits.

Controls related to biotechnology cover genetically 
modified organisms or genetic elements containing 
nucleic acid sequences associated with certain 
pathogens or toxins.  “Genetic elements” covered 
by these provisions include, but are not limited to, 
chromosomes, genomes, plasmids, transposons, 
and vectors, whether genetically modified or 
unmodified, or chemically synthesized in whole or in 
part.  These provisions do not restrict the export of 
nucleic acid sequences associated 
with the pathogenicity of 
enterohaemorrhagic Escherichia 
coli, serotype O157 and other 
verotoxin producing strains, other 
than those coding for the verotoxin 
or its sub-units.
Beyond substance and materials, 
the EU Dual-use Regulation also 
controls biological processing 
equipment commonly used in 
research, testing, and production of 
chemicals and biopharmaceuticals 
and other products of 
biotechnology.  For example, the 
export of certain pumps, valves 
and other chemical processing 
equipment, biological containment 
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thousands (e.g., three times the value of the exported 
items in Ireland with unlimited penalties in the U.K.) 
and can include the imprisonment of executives.  In 
the U.S., even a single unintentional violation can 
result in a penalty of $250,000 or double the value of 
the transaction.  Willful violations can lead to criminal 
sanctions and fines up to one million USD per violation.

COMPLIANCE

As biopharmaceutical manufacturing processes 
increasingly involve international collaboration and 
are refined with state-of-the-art biotechnological 
applications, there is very real risk of overlooking 
export control requirements. The key to assessing risk 
is proper classification of company activities including 
substances, equipment, technology, and services.  
To the extent this classification exercise results in 
the identification of potentially controlled items, 
follow on work is necessary to further analyze how to 
handle potential exports, re-exports, and “deemed 
exports” (for operations in the U.S.) in a systematic, 
reliable and replicable way. Where there is possible 
exposure, compliance checklists and other tools can 

be put in place as part of existing company compliance 
systems or as free-standing mechanisms. The cost 
of implementing export control compliance policies 
and mechanisms will be a fraction of the financial and 
reputational costs of a violation.

ERIC R. Mc CLAFFERTY
Partner and chair of Kelley Drye’s 

International Trade practice group
Kelley Drye & Warren

LAURA VAN DER MEER
Managing partner

Kelley Drye’s Brussels office

62 focus on CRO & CDMOPHARMA HORIZON – vol. 1(4) 2017


