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EXECUTIVE SUMMARY

On Wednesday, March 29, 2006,
the House Energy and Commerce
Committee  approved
intended to curb identity theft and its
resulting harms. The bill, entitled the
“Data Accountability and Trust Act” or
“DATA,” incorporates changes from a

legislation

Manager’s Amendment that was circu-
lated earlier in the month and would
impose data protection, investigation,
and notice obligations on businesses and

1

information brokers.
Specitically, the DATA bill would:

1. requiretheFederal Trade Commission
(“FTC”) to promulgate regulations
that require companies to safeguard

personal information;

2. require companies to notify U.S.
consumers if their personal infor-
mation is compromised by a data
security breach that creates a “rea-
sonable risk” of identity theft, fraud,
or other unlawful conduct to the
affected individual;

3. impose a number of safeguard, veri-
fication, access, correction, and audit
requirements on information bro-

kers;
4. preempt similar state laws; and

5. provide the FTC and state attorneys

1 An earlier version of the bill was introduced
in October 2005 by Rep. Cliff Stearns (R-
FL), the Chairman of the Commerce, Trade,
and Consumer Protection Subcommittee,
and Rep. Deborah Pryce (R-OH), Chair-
man of the House Republican Conference.
Co-Sponsors of the bill include Representa-
tives Bass (R-NH), Blackburn (R-TN), Bono
(R-CA), Ferguson (R-NJ), Gillmor (R-OH),
Radanovich (R-CA), and Upton (R-MI).
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general with enforcement power.

This bill contrasts in some significant
ways with the data security bill that was
recently passed by the House Financial
Services Committee (H.R. 3997).
That bill, entitled the “Financial Data
Protection Act of 2005,” applies only
to “consumer reporters’ and restricts
enforcement power to the functional
federal regulator or the applicable state
insurance authority for entities engaged

in the business of insurance.

By comparison, the DATA bill passed
by the House Energy and Commerce
Committee 1s much broader and would
apply to all entities that fall within the
FTC’s jurisdiction under the Federal
Trade Commission Act and the jurisdic-
tion of state attorneys general. A chart
comparing the various federal data secu-
rity bills currently pending in Congress
is at the end of this alert.

The provisions of the DATA bill are
summarized in more detail below.

DATA SECURITY SAFEGUARDS

The bill would require the FTC to pro-
mulgate regulations concerning policies

2 H.R. 3997 defines a “consumer reportet” as
“any consumer teporting agency ot financial
institution, or any person which, for monetary
fees, dues, on a cooperative nonprofit basis,
or otherwise regularly engages in whole or in
part in the practice of assembling or evaluating
consumer reports, consumer credit informa-
tion, or other information on consumers, for
the purpose of furnishing consumer reports to
third parties or to provide or collect payment
for or market products and services, or for em-
ployment purposes, and which uses any means
or facility of interstate commerce for such pur-
poses.”
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and procedures for safeguarding electronic
personal information, including:

e asecurity policy regarding the collection,
use, sale, and other sending or mainte-
nance of personal information;

e appointing an individual responsible for

managing information security; and

e a process for taking preventive and
corrective action to mitigate against rea-
sonablyforeseeable security vulnerabilities
(e.g., encryption or other technology that
safeguards data, changes to practices, and
changes to the architecture, installation,
or implementation of network and oper-
ating software).

The FTC’s regulations on these practices
must take into account:

e the size, nature, scope, and complexity of
the activities engaged by the business;

e the current administrative, technical, and
physical safeguards for electronic informa-
tion; and

e the cost of implementing such safe-
guards.

This flexible standard is the same as the one
currently enforced by the FTC under the
Gramm-Leach-Bliley Act and Federal Trade
Commission Act.

PERSONAL INFORMATION

The bill defines “personal information” as an
individuals first and last name in combination
with any of the following data elements:

*  Social Security number;

e drivers license number or other state
identification number; or

e financial account number, credit or debit
card number, required security code,
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access code, or password that is necessary
to permit access to an individual’s financial
account.

To accomplish the purposes of the Act,
the FTC may modify the definition of this
term if necessary to accommodate changes
in technology or practices and it will not
unreasonably impede interstate commerce.

BREACH

The bill defines a “breach of security” as
the compromise of electronic personal
information if the business has a “reasonable
basis to conclude that there is a reasonable
risk of identity theft to the individual to
whom the information relates.”” If, however,
the information was encrypted or protected
by other methods of technology approved
by the FTC, a presumption would apply that
there is not a reasonable basis to conclude that
identity theft would result. This presumption
can be rebutted by facts demonstrating that
the encryption or other safeguard method has
been or is likely to be compromised.

NOTICE

Following the discovery of a system’s breach,
the owner or possessor of such system(s) would
be required to:

* notify each individual whose personal
information was acquired by the
unauthorized access to the system(s);

* notify the FTC;

e place a conspicuous notice on the
business’s website (if it maintains a website)
that includes a toll-free telephone number
that an individual may use to find out
more information about the breach or the
information compromised; and
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e if the breach involved financial account
information of a merchant, notify the
financial institution that issued the
account.

The notice shall be provided “as promptly
as possible and without unreasonable delay,”
and the business would be required to take
necessary measures to determine the scope
of the breach, prevent further breaches or
unauthorized disclosures, and reasonably
restore the integrity of the data system(s). The
law provides for an affirmative defense if all of
the personal information in the breached data
was public record information. No affirmative
defense would apply to “mixed” information
that comprises information from public
records and information obtained through
other means.

The notice to consumers of the breach must
be written or sent via e-mail (if in compliance
with the Electronic Signatures Act), and
include a description of the compromised
personal information, a toll-free telephone
number that an individual may use to find
out more information about the breach or the
information compromised, a toll-free contact
telephone number and addresses for the major
credit reporting agencies, and the FTC’s toll-
free telephone number and website address.

Substitute notice may be provided in lieu of
the bill’s standard notice if direct notice is not
feasible due to excessive cost relative to the
resources of the business, or a lack of contact
information for the affected individuals. The
bill describes the information that must be
included in the substitute notice.

INFORMATION BROKERS

The bill would impose additional requirements
on datacollecting companies, referred to as

“information brokers” (“IBs”). The bill defines
an IB as:
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a commercial entity whose business is to
collect, assemble, or maintain personal
information concerning individuals who
are not customers of such entity for the
sale of such information or the provision
of access to such information to any third
party, whether such collection, assembly,
or maintenance of personal information
is performed by the information broker
directly, or by contract or subcontract with
any other entity.

Businesses that fall within this definition would
be required to submit their security policies to
the FT'C on an annual basis. If an IB incurs a
breach in its information system(s), the FTC
would audit the IB’s security practices and may
conduct additional audits annually until the
Commission determines that the IB’s security

practices are in compliance.

An IB also would be required to provide annual
access to individuals for review of collected
personal information if the IB maintains
personal information about them (except if
access is limited by law, by a legally recognized
privilege, or is being used for a government
or fraud prevention purpose). The IB also
must provide website notice that explains
how consumers can request access to review
their information. If an individual disputes the
accuracy of the information maintained, the
IB must clearly note in its systems and in any
subsequent transmission of such information
the individuals statement disputing the
accuracy of such information, or a clear and
concise summary of the dispute (with some
exceptions for frivolous or irrelevant disputes).

Additionally, the bill:

* gives the FTC the authority to deem
entities who are in compliance with
the Fair Credit Reporting Act to be in
compliance with this bill’s requirements
for IBs.
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e expressly allows entities to sell or transfer
information to affiliates without being
considered an 1B;

e excludes mailing lists, non-identifying
information, and aggregate data from the
scope of the IB provisions;

e requires IBs to establish reasonable
procedures to verify the accuracy of
information collected and maintained;

e prohibits pretexting by IBs; and

e exempts telecommunications  carriers,
cable operators, information services, and
interactive computer services from the 1B
requirements.

REDEMIAL EFFORTS

Responsible entities must provide or arrange for
free credit reports from a major credit reporting
agency to be sent to affected consumers on a
quarterly basis for two years with instructions
on how to request such reports.

FTC WEBSITE POSTING

The bill would require the FTC to post in a
clear and conspicuous location on its website a
notice of a breach of security reported to the
Commission if it determines that such notice
would be in the public interest or would
protect consumers.

ENFORCEMENT

A violation of the bill would constitute an
unfair or deceptive act under the FTC Act.
State attorneys general, state officials, or state
agencies also would be permitted to bring an
action to enjoin further violations, to compel
compliance, and to obtain civil penalties
(capped at $5 million). Private civil actions for
violations of the bill are expressly prohibited.
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PREEMPTION

The bill generally would preempt state laws
that regulate information security safeguards,
data breach investigations, and notices of
data breaches, but would expressly preserve
state consumer protection laws, state trespass,
contract, tort laws, and other state laws to the
extent that those laws generally relate to acts

of fraud.
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ADVERTISING AND MARKETING PRACTICE
GROUP

Kelley Drye Collier Shannon’s Advertising &
Marketing practice comprises attorneys with
proven success in advertising litigation and
NAD proceedings; expertise in the area of
advertising, promotion marketing, and privacy
and data security law; and experience at the
FTC, FDA, and the Offices of State Attorneys
General. We help leading companies identify
risks, respond effectively to inquiries, and
prevail in contested proceedings.

We are a leader in advising clients on
information privacy issues and have been at the
forefront of developments in this growing area
of law. Our privacy law group regularly advises
clients regarding all aspects of privacy and data
security law, including the Gramm-Leach-
Bliley Act, the Fair Credit Reporting Act, the
Health Insurance Portability and Accountability
Act, the Children’s Online Privacy Protection
Act, the EU Data Protection Directive (as well
as EU members’ state laws and the Safe Harbor
negotiated between the US and the EU), the
FTC Act, and state privacy and data security
laws.
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GOVERNMENT RELATIONS AND PUBLIC
POLICY PRACTICE GROUP

Our Government Relations practice helps
clients interpret and shape governing laws,
enabling them to maintain or achieve market
leadership. Our experienced privacy attorneys
work closely with our Government Relations
and Public Policy practice group to stay abreast
of new laws and regulations.

FOR MORE INFORMATION

Kelley Drye Collier Shannon is on the forefront
of developing privacy industry guidelines and
regulations. For more information, or if you
would like to receive our daily privacy e-
newsletter, please visit: please visit http://www.
kelleydrye.com.

If you have any questions about this alert, please
feel free to contact one of our team members
at (202) 342-8400 or via email:

William C. Macleod
wmacleod@kelleydrye.com

Lewis Rose
lrose@kelleydrye.com

John E.Villafranco
jvillafranco@kelleydrye.com

Julie G. O’Neill

joneill@kelleydrye.com

Ponneh Aliabadi
paliabadi@kelleydrye.com

Christie Grymes
cgrymes@kelleydrye.com

Jeffrey A. Kauftman
jkauffman@kelleydrye.com
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Jason Levine
jlevine@kelleydrye.com

Gonzalo Mon
gmon@kelleydrye.com

Elisa A. Nemiroff
enemiroft@kelleydrye.com

Dustin Painter
dpainter@kelleydrye.com

Alysa N. Zeltzer
azeltzer@kelleydrye.com
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As of March 2006
Bill Number and Sponsor and Date Introduced Corporate Data Applicability Consumer Preempt
Title Co-Sponsor and Status Privacy and Security Notification State Laws
Program
S. 1789 —- Sen. Arlen Specter (R-PA) | Sept. 29, 2005 Must protect against unauthor- | Businesses that When consumers’ Yes
Personal Data Pri- ized access to use of electronic | collect, access, personal information
vacy and Security | Sen. Leahy (D-VT), Fein- | Approved by Judi- personally identifiable infor- transmit, use, store, | is reasonably believed
Act of 2005 stein (D-CA), and Feingold | ciary Committee mation “that could result in dispose of, or to have been accessed
(D-WT) substantial harm or inconve- collect sensitive or acquired.
nience to any individual.” personally identifi-
able information.
S. 1408 -- Identity | Sen. Gordon Smith (R- July 28,2005 When there is a reasonable “Sole proprietor- | When there is a Yes
Theft Protection OR) risk of identity theft to one or | ship, partnership, | reasonable risk of
Act Approved by the more individuals. corporation, trust, |identity theft to one
Sens. Stevens (R-AK), Senate Commerce, estate, coopera- or more individuals.
Inouye (D-HI), McCain Science, and Trans- tive, association, or
(R-AZ), Nelson (D-FL), portation Commit- other commercial
Pryor (D-AR), and Clin- | tee entity, and any
ton (D-NY) charitable, educa-
tional, or nonprofit
organization, that
acquires, maintains,
or utilizes sensitive
personal informa-
tion.”
S. 1326 -- Sen. Jeft Sessions (R-AL) June 28,2005 Taking into account the Persons and Agen- | When there is a sig- | Yes

Notification of
Risk to Personal
Data Act

[None]

Approved by the
Senate Judiciary
Committee

size and nature of the entity,
covered entities must protect
sensitive personal informa-
tion from unauthorized access,
destruction, use, modification,
or disclosure.

cies

nificant risk of iden-
tity theft as a result of

a security breach.
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Bill Number and Sponsor and Date Introduced Corporate Data Applicability Consumer Preempt
Title Co-Sponsor and Status Privacy and Security Notification State Laws
Program
H.R. 3997 - Rep. Steven LaTourette Oct. 6, 2005 Consumer reporters must Consumer If the breached in- Yes
Financial Data (R-OH) protect the security and confi- [ Reporters formation is reason-
Protection Act of Amended version dentiality of sensitive consumer ably likely to result in
2005 Reps. Hooley (D-OR), approved by the financial account or identity “harm or inconve-
Castle (R-DE), Pryce House Financial Ser- [ information related to any nience” to the con-
(R-OH), Moore (D-KS), | vices Committee consumer that is maintained, sumer.
Gillmor (R-OH), serviced, or communicated by
Harris (R-FL), Jones (R- or on behalf of such consumer
NC), Kennedy (R-MN), reporter.
Renzi (R-AZ), and Tiberi
(R-OH)
H.R. 4127 —- Data | Rep. Cliff Stearns (R-FL) [ Oct. 26, 2005 Must protect electronic per- Persons engaged in | When a company Yes
Accountability and sonal information. interstate com- reasonably determines
Trust Act (DATA) [ Reps. Pryce (R-OH), Amended version merce that own that a security breach
Bass (R-NH), Blackburn | approaved by the Information brokers would or possess data in | poses a reasonable risk
(R-TN), Bono (R-CA), House Energy & be required to submit their electronic form. of identity theft, fraud,
Ferguson (R-NJ), Commerce Com- security policies to the FTC Additional access | or other unlawful
Gillmor (R-OH), mittee for review, among other and other require- | conduct.
Radanovich (R-CA), and requirements. ments apply to
Upton (R-MI) information bro-
FTC tasked with promulgating | kers.
regulations on security pro-
gram requirements.
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